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Trading Risk disclosure

This document forms part of the agreement between you and Earnex LLC and should be read in conjunction with
our General Terms of Use for clients (the “General Terms”). Any defined terms used in these additional terms shall
have the meaning givento themin the General Terms. Earnex LLC (“Earnex (SVG)”) a company registered in Saint
Vincent and Grenadines under Company Registration No. 1949 LLC 2022 and registered by the Financial Services
Authority withits registered address at Suite 305, Griffith Corporate Center, PO Box 1510, Beachmont Kingstown,
StVincent & the Grenadines.
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Security and Privacy

1. Introduction

1.1 The Earnex LLC trading as EarnexPrime is committed to protecting the privacy and security of your
Personal Datain compliance with all data protection laws.

1.2 Thissecurity and privacy policy (“Privacy Notice”) outlines the data we collect fromyou as our
client. It details how we gather, utilize, and share your Personal Data, the duration for which we retain
it, your choices, obligations, andresponsibilities regarding your Personal Data, our use of cookies,
and additionalrelevantinformation about yourdatainaccordance with applicable data protection
laws.

1.3  Dependingonthe entity that you have contracted with, the Data Controller for purposes of
processing your Personal Data shall be one of the following:

1.3.1 EarnexLLC,acompanyregisteredin SaintVincentand Grenadines under Company
RegistrationNo. 1949 LLC 2022 andregistered by the Financial Services Authority with
itsregistered address at Suite 305, Griffith Corporate Center, PO Box1510, Beachmont
Kingstown, StVincent & the Grenadines.

1.3.2 EarnexPrime Mauritius - Openingin 2025.

2. Application

2.1 This Privacy Noticeis applicable to allEarnex LLC and EarnexPrime clients. Itisimportant that you
read this Privacy Notice, togetherwith any other privacy notices furnished on specific occasions
whenwe are Processing Personal Data about you so that you are aware of how and why we are using
yourinformation. This Privacy Notice continues to apply evenif your business relationship with us
ends.

3. Definitions
3.1 Data Controller: The entity responsible for determining why and how Personal Datais Processed.

3.2  EarnexGroup of Companies: Any company or entity thatis directly orindirectly controlled orowned
orunderthe common control orownership of Earnex entities.

3.3 EarnexLLC,acompanyregisteredinSaintVincentand Grenadines under Company Registration
No.1949 LLC 2022 andregistered by the Financial Services Authority withits registered address
at Suite 305, Griffith Corporate Center, PO Box 1510, Beachmont Kingstown, St Vincent & the
Grenadines.

3.4 PersonalData: Information thatidentifies, orcould reasonably be associated with anidentifiable
individual, and bears the meaning as definedinthe applicable data protectionlegislation. This
includes butisnotlimitedto:

3.4.1 Informationrelatingtotherace, gender, sex, pregnancy, marital status, national, ethnic, or
social origin, colour, sexual orientation, age, physical or mental health, well-being, disability,
religion, conscience, belief, culture, language, and birth of a person
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3.4.2 Informationrelating to the education orthe medical, financial, criminal, oremployment
history of aperson

3.4.3 Anyidentifyingnumber, symbol, email address, physical address, telephone number,
locationinformation, online identifier, or other particularassignment to a person

3.4.4 Thebiometricinformation of a person
3.4.5 Thepersonal opinions, views, or preferences of aperson

3.4.6 Correspondence sentbyapersonthatisimplicitly or explicitly of a private or confidential
nature or further correspondence that would reveal the contents of the original
correspondence

3.5  Processing: Any operation performed on Personal Data, whether ornot by automated
means, including collection, use, orrecording. “Process” and “Processed” shall be construed
accordingly.

3.6  Special Categories of Personal Data: Any data thatreveals:

3.6.1 Racialorethnic origin
3.6.2 Geneticdata
3.6.3 Biometric dataforthe purpose of uniquely identifying anatural person

3.6.4 Dataconcerning anatural person’s health, sexlife, and/or sexual orientation

4. Collection and use of information

4.1 Whenyou openaEarnex account via our website www.earnexPrime.com, we require you to
provide your Personal Data during the account sign-up process. This may include personal
information like yourname, address, email address, telephone number, and date of birth. In all
instances, itisnecessary foryouto provide us with such personalinformation so that you can
enterinto a contract with us so we can provide our products and services to you and fulfilourlegal
obligations. If you do not provide us with the required information, we shallnot be able to offer
youour products and services.

4.2 WemayProcessthe following Personal Data about you:

4.2.1 Personalidentifiers, includingname, address, and contact details

4.2.2 Biometricinformation such as audio, visual, and other sensoryinformationsuch as
photographicimages oraudio/videorecordings

4.2.3 Deviceandonlineidentifiersandrelatedinformation, including email address and
telephone number

4.2.4 Internet, application, and network activity, including cookie IDs and browser visits

4.2.5 Governmentidentifiers,including nationalidentification numbers, driver’slicence
numbers, and passport numbers

4.2.6 Demographicinformation,including age and date of birth

4.2.7 Residentialinformation, includingrental/tenancy agreements, title deeds, and utility bills
4.2.8 Locationinformation, suchas geo-locationinformation

4.2.9 Employmentinformation,including occupation, title, and details of yourremuneration

4.2.10 Financialinformation, including details of yourbank accounts
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4.2.11 Source of wealthinformation

4.2.12 Marketresearchinformation, namely, opinions expressed when participatingin market
research

4,213 Otherdatathatrelatestoyourprofessional activities
4.3  Wemay collect thisinformationin avariety of ways, namely:

4.3.1 Whenyouinteract withus and provide information directly tous
4.3.2 Fromanothercompany withinthe Earnex Group of Companies

4.3.3 Fromexternalthird parties foridentification and address verification
4.3.4 From publicly available sources

4.4 WeonlyuseyourPersonal Data where we have your consent oralawfulreason forusingit. These
reasonsinclude:

4.41 ProcessingyourPersonal Datato comply with alegal obligation, including licensing
requirements, anti-fraud requirements, and anti-money laundering laws

4.4.2 ProcessingyourPersonal Datato enterinto orcarry outanagreement we have withyou

4.4.3 Pursuingourlegitimate businessinterests

4.4.4 Establishing, exercising, ordefending ourlegalrights

4.45 Weuseyourinformation forthe following purposes:

1. Processingyouraccountregistration and helping you manage youraccount
2. Processingyourtrades and transactions
3. Verifying thatyou are the legitimate account ownerand properrecipient of

withdrawal payments
4. Assisting you with any queries about our products and services

5. Providing you with advertising communications and notifications about your
accountandourproducts and services

6. Investigating and resolving any complaint or dispute that you may have inrelation to
our products andservices

7. Crime prevention and detection
8. Risk management
9. Protecting ourlegalrights

4.4.6 Analysingusertrendsto gainadeeperunderstanding of yourneeds and preferences
with the aim of enhancing our products and services to provide you with amore tailored
experience.

4.4.7 Wereservetherighttoaskyouforfurtherinformationwheneverneeded. Forexample, we
may ask you to send us additional acceptable documents to confirm the authenticity of your
accountdetails orany withdrawal request.

4.4.8 Youagreethatwhenyouuse the Live Chat feature on ourwebsite and applications, all
personalinformation that you enterinthe chat channel, including but not limited to your first
name and email address, is Processed by us and storedin our databases.
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4.5 Youmayupdate yourPersonal Data at any time by logginginto the Settings section of your
account. Itisyourresponsibility to make sure that we areimmediately informed of any changes
inyour Personal Data so that we canupdate ourrecords accordingly. You should note thatif you
provide us withinaccurate information orif you fail to notify us of any changes to the information
you have givenus, this may affect the quality or availability of our products and services to you.

5. Profiling and categorisation

51 Wereserve therightto use the data that we collect and assess to profile you inrelationto our
products. We do this manually with the assistance of automated Processing. In this way, we shallbe
able to provide you with the most appropriate products and services.

5.2 Wemayalsouse automated systems to help us makerisk assessment decisions, suchaswhen
we conduct fraud and money laundering checks. While we may use technology to assistusin
identifyinglevels of risk, alldecisions that may adversely impact you will always include manual
interventionto ensure that decision-makingis not based solely on automated Processing.

6. Transfer of data

6.1 We may transferrelevant Personal Data to any company within the Earnex Group of Companies or to
third parties outside of the Earnex Group of Companies, such as our business partners or payment
providers, whichmay be basedin countries that might not offeran equivalent level of protection of
Personal Datato that applicable to the Data Controller.

6.2  YourPersonal Datais shared with a third party only forone or more of the following purposes:
6.2.1 Tofulfilacontractwithyouforthe provision of our products and services, including content

delivery services, customerrelationship management services, and communicationand
marketing services

6.2.2 Tocomplywithalegal obligation
6.2.3 Todetectandpreventfraud, tax evasion, andfinancial crime
6.2.4 Topursuealegitimate businessinterest
6.2.5 Toassertordefendalegalrightand/orinterest

6.3 Inallinstances, we takereasonable stepsto ensure thatyourPersonal Datais treated securelyinline
with this Privacy Notice andin compliance with any applicable data protection laws to ensure that
the transferislawfuland the transferred Personal Data has an appropriate level of protection. These
steps may include placing contractual obligations on third parties or ensuring that third parties
withwhom the Personal Datais to be shared to bind them to legal requirements that are equivalent

tothose imposed by applicable data protectionlaws or ensuring that third parties receiving your
Personal Data are certified under an approved certification mechanism.

7. Dataretention

7.1 We keep yourinformation forthe whole duration of your business relationship with us. When your
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accounthas beenclosed, your Personal Data will be kept only if required by law, where alegal hold
hasbeenplacedovertheinformation concerned orwhere you have provided us with your consent
toretainyourPersonal Data foran extended period of time.

7.2  Datawillbestoredinarange of different places. Inallinstances where we retainyour Personal Data,
the same shallberetainedinasecurelocationandinthe appropriate format to meetits purpose,
with authorised personnelbeing the only ones to have accesstoit. We shall also take care to ensure
that the appropriate controls have beenimplemented to prevent the permanentloss of essential
information as aresult of malicious orunintentional destruction of information.

7.3  Uponexpiry of the applicable retention period, your Personal Data shall be eitheranonymised, de-
identified, or destroyed.

8. Yourrights

8.1 You have anumber of rightsinrelation to the information that we hold about you.
Theserightsinclude:

1. Theright of access to your Personal Data — You canrequest andreceive a copy of all
the Personal Data we hold about you.

2. Theright of rectification — You canrequest the correction of any Personal Data that
we hold about youif theinformationisinaccurate orincomplete.

3. Therightto erasure — You canrequest that we erase your Personal Data, provided
the Personal Datain questionisnolongernecessaryinrelationto the purpose for
whichitwas collected orisnot subjecttolegal hold orrequired to beretainedinline
with ourregulatory compliance obligations.

4., Therighttorestrictionand therightto object — You canrestrict our Processing
activities orobject to the Processing of your Personal Data.

5. Therightto data portability — You canreceive a copy of your Personal Dataina
structured, commonly used, and machine-readable format, and you can transmit
that datato anotherpersoninyourjurisdiction (where your Data Controlleris
situated) when technically feasible.

8.2  Youcanmake any of therequests set outin 8.1. above by emailing our data protection officer
directly atcompliance@EarnexPrime.com or by using the contact details on our Contact us page.

8.3 Ifyouareunhappywithhowwe handle yourpersonal data, you can file acomplaint with us at
complaints@EarnexPrime.com. If you are not satisfied with the outcome of ourinternal complaints
procedure, orif you considerthat yourcomplaint has notbeenhandled correctly, youmaylodge a
complaint with the data protection authorityin Labuan or St Vincents & the Grenadines.

9. Marketing

9.1 You have the right to opt out of receiving marketing materials fromus. This can be done by revoking
yourconsent atany pointduring the period thatyouhold anaccount with us, in which case, we shall
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not send any marketing materials to you.

9.2 Youcanoptoutofreceivingmarketingcommunicationsinyouraccount settings orunsubscribe
from marketing emails by clicking the “Unsubscribe” linkincludedin all our marketing
communications.

9.2.1 Ifyouchoosetooptoutorunsubscribe fromourmarketingcommunications, please note
that you may stillreceive transactional or service-related emails. We will make every effort
tominimise the frequency of these messages and ensure that they are necessary for the
properfunctioning of our products and services.

9.2.2 Pleasenotethatduetoprocessing times, youmay receive some marketing
communications forashort period of time, even afteryou’ve requested to opt out or
unsubscribe. Additionally, if amarketing communicationis already in transit orbeing sent,
youmay still receiveit.

If you are still receiving marketing communications from us after areasonable time has
passed, please don’t hesitate to contact our customer support team.

10. Security statement

10.1  We make sure that your personal data and transactions are secure by taking the following

measures:

1. Your password andloginID are unique, and passwords are hashed so that even our
staff cannotread them. As such, we cannotretrieve your password if you cannot
recallit. Instead, we willsendyou alink to set anew password yourself.

2. All credit card details are submitted directly to the Visa/Mastercard network using
thelatest SSL encryptiontechnologyinaccordance with bank policies.

3. Accesstoyourpersonal datais strictly prohibited for all Earnex staff and
contractors, with the exception of key Earnex personnel only in circumstances
where thisisrequired forthe proper performance of their duties.

4. Ourinformation security policies are based onindustry best practicesinaccess
controland business continuity.

5. Onabest-effortbasis, we try to verify youridentity andimplement measures to

detect fraudtohelp

10.2 protectyoufromunauthorisedaccesstoyouraccount. We also monitoraccount activity forsigns
of unusual activity that mightindicate fraud. We work with the collection and law-enforcement
agenciesincase of fraudissues.

10.2.1 Itisyourresponsibility to maintain the security of yourlogin details, any linked email
address, and any personal computer ordevice onwhichyouraccountis accessible (for
example, by password protection and screenlocking). We shallnot be held responsible for
any unauthorised use of youraccountwhenwe are not at fault.

10.2.2 Whetheryouuse ashared device oryourown deviceinapublic place, either offline oron
public WiFi, doing so might put the information that you enter orreceive indanger of being
captured. To protectyourdatainsuch cases,itis solely yourresponsibility to take the
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10.3

10.4

10.5
10.6

10.7
10.8
10.9
10.10

following precautions and educate yourself on other security measures you can take:
Donotsendorreceive private informationunless you are using a secure webpage (preferably, use
asecure, encrypted Virtual Private Network (VPN)).

Make sure that you have effective and updated antivirus/antispyware software and firewall running
before youuse public WiFi.

Do notleave yourdevice unattended.

Avoid financial transactions that might reveal valuable passwords or personalinformation, such as
credit card numbers.

Use the browsertools to delete files and cookies and clear your browsing history.
Do not save yourlogin credentials on a shared device.
Always log out of account-based websites at the end of the session.

You must notify usimmediately if you become aware that yourlogin details have beenlost, stolen,
orotherwise disclosed to third parties.

11. Cookies and related technologies

1.1

1.2

1.3

1.4

1.5

Cookies are smalltext files stored on computerdrives and are widely used to improve website
functionality and user experience. Allrecent versions of browsers give you a level of control over
cookies. Youcandelete all cookies that are already onyour computer, and the browsercan be set
to prevent them from being placed. However, choosing not to accept our cookies may affect the
quality and usability of our products and services.

You should note that our website generates log files thatrecord the IP addresses of accesses to
youraccount,

11.2.1 loginattempts, and device information such as the manufacturer, model, operating system,
and browser. We gather thisinformationto help usinvestigate youraccountin the unlikely
eventthatitisaccessed by unauthorised users. Information supplied by certain cookies
also helpsusunderstand how visitors use our products and services so that we canimprove
them.

Ourcookies are not considered dangerous and are not designed to access any otherinformation
onyourcomputer.

We use the following types of cookies after having received your consent where this is required:

11.4.1 Strictly necessary cookies: These cookies are necessary for the operation of the website.
Theyinclude, forexample, cookies that enable you to navigate our website andloginto your
account.

11.4.2 Functionality cookies: These cookies are used to enhance the functionality of our website
by allowing us torememberyour preferences.

11.4.3 Third-Party targeting cookies: These cookies are used to deliver adverts that are more
relevant toyou. They allow you a better experience when using other third-party websites
thatinclude social media sitesin conjunction with ourwebsite. Cookies used for this
purpose are placed on our website by third-party advertising networks on ourbehalf and
with our permission.

Inadditionto cookies, we may also use other similartechnologies on our websites, suchas web
beacons and pixels to help us customise our websites and improve your experience. Web beacons
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1.6

1n.7

and pixels usually take the form of a small, transparentimage thatis embedded in the website orin
anemail. They are used to track the number of users who have visited particular pages and acquire
other statistical data. They collect only alimited set of data, such as cookie number, time, and data
of the page viewed, and a description of the page on which theyreside.

To provide you with abetter experience, some of our products and services may require permission
to accessyourcloudstorage services, such as Google Drive, to save orload any expert advisors
available onthe Trading Platforms or otheralgorithmic or Bot trading strategies offered from time
totime.Insuchinstances

11.6.1 We donotstore any datarelated toyourcloud storage service onany servers. All files are
downloaded onyourlocalmachines.

11.6.2 We donotshare any datarelated to your cloud storage service with anyone.

11.6.3 Weonly accessyourcloud storage whenyouractioninitiatesit. You candisconnectyour
cloud storage service atany time.

By accepting ouruse of cookies, you consent to the use of alltypes of cookies describedin this
policy. If youreject the use of cookies, only those that are necessary for the website’s functioning
willbe used, but this might have anegative effect on the provision of our products and services to
you.

12.Links to other websites

12.1

12.2

Ourwebsite contains links to other websites and may contain banneroricon advertisements
related to third-party websites. These websites and theiradvertisements may submit cookies to
yourweb browser, whichis beyond our control. We are not responsible for the privacy practices
orthe content of such websites. We encourage you to read the privacy policies of these websites
because theirpractices may differ fromours.

We have integrated certain services from TradingView, Inc. Please note that TradingView’s privacy
policy, available at https://www.tradingview.com/privacy-policy/ (or any successor URL), does not
apply to Earnex’simplementation of TradingView’s services. We remain fully responsible for the
protection and processing of your Personal Data within our platform andin accordance with this
Privacy Notice.
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